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The need: 3 interrelated problems

WEAK INFORMATION SHARING
Government and private sector 

partners cannot engage in secure 
communications on threats

NO NETWORK FOR RESTORATION
In the event of a widespread Internet 

outage, carriers do not have the means 
to coordinate restart

NON-ASSURED COMMUNICATIONS
Critical Infrastructure relies on the 

public internet for command and control 
of even the most sensitive systems

Critical Infrastructure owners and operators lack a 
secure means to communicate with each other and with 

the government in the event that public networks are 
under threat, disrupted, or cannot be trusted.



Unclassified information sharing solutions 
are only partial answers
• Not all information can be declassified
• Compromised networks should not be used for 

coordinating incident response



Radio-based and other “out-of-band” 
communications are untested
• Government defunded federal 

network to provide 
communications mechanism for 
restoring the public Internet in 
2013

• Old “copper wire” is being removed 
from network and no longer 
provides end-to-end 
communications

• Notion of using ham radio is 
unproven



Point solutions for cyber defense of CI 
have repeatedly failed
• Defending thousands of 

IOT devices connected 
by the public Internet is 
a hopeless task
• Limiting access is the 

only viable solution to 
provide high degrees of 
assurance



Coordinating the Offense
…the Department seeks to preempt, 
defeat, or deter malicious cyber activity 
targeting U.S. critical infrastructure that 
could cause a significant cyber incident 
regardless of whether that incident would 
impact DoD’s warfighting readiness or 
capability. Our primary role in this 
homeland defense mission is to defend 
forward by leveraging our focus outward 
to stop threats before they reach their 
targets. (P. 2)



Proposed Solution: 
CRITICAL INFRASTRUCTURE NETWORK (CINET)

-- Recommendation of the National Infrastructure Advisory Council, August 2017



Build on the Success of the DIBnet Program

• The Defense Industrial Base (DIB) 
Cybersecurity (CS) program is a model for 
public-private sharing of information and 
analysis. 

• This existing arrangement between  the 
Department of Defense (DoD) and its core 
contractors has advanced detection and 
mitigation of malicious activity on DIB and 
DoD networks. 

• The program’s capabilities include DIBNet, a 
classified (Secret-level) web portal for real-
time data exchange. 



Preliminary Study: Technical Design
• Examining options for technical 

design of on-ramp/off ramps to 
move data between public 
Internet and CINET
• Technical challenge is 

movement of IoT data from 
public Internet to CINET
• Examining options for internal 

network security: immutable 
audit logs, built-in attribution, 
role-based access permissions



Minimally Viable 
Operation for Info-
Sharing
• Stand up portal
• USG assigns intel analysts
• USG clears private sector personnel
• Provides facility access and notifies of new 

information via unclassified means
• Participants need:

• Vault
• Secure Phone
• Laptop



Value Proposition for Intel Sharing
• Better information
• Two-way collaboration with 

government
• Secure communication and 

collaboration among pilot 
members
• Malware analysis and forensics 

support from government labs



Next Steps for Operational Network 
Concept
1. Determine technical feasibility
2. Determine security value
3. Identify funding source and 

mechanism




